catchme

catchme 0.3

catchme is the rootkit/stealth malware scanner that scans for:

. hidden processes

. hidden registry keys
. hidden services

. hidden files

catchme can also delete, destroy and collect malicious files.
How to scan

. Download catchme.exe ( 137KB ) to your desktop.

. Double click the catchme.exe to run it
. Click the "Scan" button to start scan

. Open catchme.log to see results

How to delete malware files

To delete malicious files on the "Script" tab paste the list after "Files to delete:" command and click the "Run" button. The
selected files will be deleted and copy ZIPped to catchme.zip located on desktop. Restart machine to complete operation.

content of catchme.log

How to destroy malware files

To destroy malicious executable files on the "Script” tab paste the list after "Files to kill:" command and click the "Run" button.
The selected files will be destroyed and copy ZIPped to catchme.zip located on desktop. Restart machine to complete operation.

content of catchme.log

How to collect files

To collect files paste the list on the "Script" tab after "Files:" command and click the "Run" button. The selected files will be ZIPped
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to catchme.zip located on desktop.

content of catchme.log

List of command line options recognized by catchme

to display all available options type: catchme -?

Example of using catchme - Trojan.Srizbi:

Run catchme.exe

Click the "Scan" button to start scan

When the scan finishes go to the "Script" tab
Paste list of "Files to kill:"

Restart machine to complete operation
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catchrme. lag

BFile System~BEvent Log-B5trei
oup~BLocallalidation~HPlugPla:
ASchedulerGroups~BSpoo lerGroup”
tEUalidatiun\ENetDDEGPuup\EPaJ
\ L1}
"ErrorControl"=dvord: 00AEBAAL
"Start"=dwvord: 3800ARGA

scanning hidden registry ente;

[HEKEY _CURRENT _USER~Sof twaresM:
FavoritessA~1%5%1cl

catchme - 0.3

Filez l Script l

Type f| Walue

File C:AwAM DO Shapstern32hdivershaymavc 32 sys
File CoAwAMDOW Shapsternd@hdivershD egd sys

"Order'=hex:008.00.80.008.62.808

scanning hidden files ...

CisUITHDOWS s systemn3d2sdriversssymavcd2 . sys 178688 hytes executahle
CosUINDOWSssystem3d2sdriverssDeg3?.sys 178688 bytes executahle

zcan completed successfully
hidden processes: B

hidden sewrvices: 1

hidden files:- 2

s Start. |-

T o CHDaocuments and Se. ..
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Files  Script |

i Files ta kilt
C: WS INDOMWS hepetern32hdrivershaumawc 32, sy
C: WS IND O S hapstemn32hdrivershDegdd sps

Restart... |

catchme

catchme

o

o |
"Start '=dword : BHAAHAHAA

-
l/ Script completed successfully,
-

zcanning hidden registry ente
[HKEY CURRENT _USER“Sof tware-HM
FavoritessA~1%5%1c]

"Order=hex:88.80.00.88,82 .80

ccanning hidden files ...

CiSHWINDOUSssystemnd2hdriversss
C:sWINDOUS~zystem3 2 drivers D

zcan completed successfully
hidden processes:

hidden sewrvicesz: 1

hidden files: 2

file zipped: C:~WINDOUS“zystem3dZ2 driversssymavci2.zys —» catchme.zip —> symavci2

.2yz ¢ 178688 hytes 2

PE file "C:sWINDOWSszystemi2sdriversssuymavc32.sys" killed successfully

file zipped: C:sWINDOWSssustem3dZ2sdrivers»Deg39.sys —» catchme.zip —» Deg3?.sus
178688 hytes >

PE file "C:=SWINDOWSssystemd2-sdriverssDegld?.sys'" killed successfully

catchme 0.3.1262 WK/ XP/Vista - rootkit/stealth mal ware detector by Grer, http://waww. gner. net
Root kit scan 2007-10-16 11:02: 47
W ndows 5.1.2600 Dodat ek Service Pack 2 NTFS

scanni ng hi dden processes ...
scanni ng hi dden services & system hive ...

[ HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Deg39]

" Type" =dwor d: 00000001

" Tag" =dwor d: 00000001

"G oup"="Syst em Reser ved\ 0Boot Bus Extender\0System Bus Extender\O0SCSI mi ni port\OPort\O0
Primary Di sk\0SCSI C ass\0SCSI CDROM Cl ass\OFSFilter Infrastructure\OFSFilter System O
FSFilter Bottom OFSFilter Copy Protection\OFSFilter Security Enhancer\OFSFilter Open File\0
FSFilter Physical Quota Managenent\OFSFilter Encrypti on\OFSFilter Conpression\OFSFilter HSM O
FSFilter Cluster File System OFSFi|lter System Recovery\OFSFilter Quota Managenent\O
FSFilter Content Screener\OFSFilter Continuous Backup\OFSFilter Replication\0

FSFilter Anti-Virus\OFSFilter Undel ete\OFSFilter Activity Monitor\OFSFi|lter Top\O
Filter\0Boot File System OBase\OPoi nter Port\OKeyboard Port\OPoi nter C ass\OKeyboard C ass\O0
Vi deo I nit\O0OVideo\OVi deo Save\OFil e Systenl OEvent Log\OStreans Drivers\ONDI S Wapper\O0

COM I nfrastructure\ QU G oup\OLocal Val i dati on\ OPI ugPl ay\ OPNP_TDI \ ONDI S\ OTDI \ ONet Bl OSG oup\ 0
Shel | SvcG oup\ 0Schedul er G- oup\ 0Spool er G oup\ OAudi oGr oup\ 0Snar t Car dG oup\ ONet wor kPr ovi der\ 0
Renot eVal i dat i on\ ONet DDEGr oup\ OPar al | el arbi trat or\ OExt ended Base\ OPCI Confi gurati on\0"
"ErrorControl "=dwor d: 00000001

"Start"=dwor d: 00000000

[ HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 003\ Ser vi ces\ Deg39]

"Type" =dwor d: 00000001

" Tag" =dwor d: 00000001

"G oup"="Syst em Reserved\ 0Boot Bus Extender\0System Bus Extender\O0SCSI m ni port\OPort\O0
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Previous version - catchme 0.2

catchme 0.2 is the rootkit scanner that detects all userland rootkits including gromozon, hexdef, vanquish and AFX. It cannot
detect kernel mode rootkits like Rustock ( PE386 ), Haxdoor, etc.

How to scan:

. Download catchme.exe ( 25kB ) to your desktop.

. Double click the catchme.exe to run it

. Open catchme.log to see results

Samples:

. gromozon rootkit
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. hxdef rootkit

. vanquish rootkit
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. AFX rootkit
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